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Agenda )

Welcome & Introduction
1. Key Strategies for a Healthy CMDB
2. Best Practices for Ongoing Maintenance
3. Case Study: Success in CMDB Maintenance
4. Q&A
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At Ondaro, we help o §
organizations turn complexity ‘
into clarity — and make
ServiceNow a catalyst for
what’s next.

You're not just implementing software.
You're simplifying systems, empowering teams, and

delivering meaningful impact.

Whether you're starting small or scaling enterprise-wide,
Ondaro is here to help you navigate the wave of what's

next — and make transformation real.



Where Deep Expertise

Meets Consistent Results.
Driving real change takes both platform knowledge and a

partner who is with you every step of the way.
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Ondaro is the only pure play ServiceNow partner
with fully certified resources across the platform
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Platform Architecture &
Engineering

Product Implementation
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Data Management &
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Enhancement Services

Product Management




Joib e Conyersation: Using Teams

Unmute - Click the microphone icon to unmute and participate

Chat — Message everyone or just one person

Get Help — Use Chat

Show Captions - Click More, Language & speech, Show live captions
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Chat People Raise React View Rooms Apps More Camera Mic Share
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Catch up with our

CMDB 6 ITAM MasterClass Series!

Ondaro

9ndaro 9ndaro

CMDB & SECURITY

CMDB FOUNDATIONS |

Unlock the Power o
Your Platform wit a i
Strong CMDB r
Foundation

ITAM MASTERCLASS

Getting Started w 8
IT Asset Managenr

e ITAM MASTERCLASS
Maximize Your Platf o
Potential with Effec ; Aligning Your CMD
CMDB Data Loading] kN the CSDM Framew
IRE Strategies i A to Support your
Portfolio of IT Services

Starting and Matu
Your ITAM Progra

9ndaro

9ndaro

Ondaro

CMDB & DISCOVERY CMDB CARE AND FEEDING

CMDB & ITAM

Ondaro

Maximize Your IT q , Ongoing CMDB
T A Strategic Appr ; ~ b "
Potential: Discove a 91 to Visibility and Mamtena‘nce. a ITAM MASTERCLASS
Meets CMDB Valas Feed It, Fix It, Lov ITAM MASTERCLASS h
i Taking Your SAM At
Scaling Up - Your \ i
Ondaro 9ndaro to HAM Pro Maturi ¢ Strategy to the g
- " Next Level
Ondaro 9Ondaro ®ndaro
CMDB MASTERCLASS
CMDB & SERVICE MAPPING SHDE MASTERTIA® CMDB & VULNERARILITY MANAGEMENT
From Chaos to Cle Supercharge IT Strengthen Cyber

Mastering Service Operations with E

Mapping for CMDE
Excellence

Resilience with C\
& Vulnerability
Response

Management & Al

9Ondaro

Join for our 9th CMDB MasterClass ITAM MASTERCLASS
CMDB MASTERCLASS on CMDB + Vulnerability
Management July 30th!
Find recordings, resources & more!
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https://casknx.com/itam-masterclass-intro/
https://casknx.com/cmdb-masterclass-intro/
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Why CMDB Data Loading
& IRE Best Practices?

CMDB Data Loading and Identification and Reconciliation
Engine (IRE) best practices are crucial for maintaining the
accuracy, reliability, and efficiency of your ServiceNow CMDB.
Here's why:

Data Integrity and Consistency

Efficient Management of Complex Environment
- 0000000000000/
Reduced Operational Risks
R
Enhanced Automation and Efficiency
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Key Concepts
.~ Arbute  ProductModel

Describes a CMDB table that

contains and represents a

specific type or group of Cls
that share common attributes

such as a Operating System,
Function or purpose (e.g.,

A unit of information stored for A product model js a specific Model categories associate Cl
each CI either consistent across

all assets (core) or specific to the

classes with asset classes. The
CMDB uses this as referential

data. The model category
determines if an asset is created
from a Cland if so, what class of
Asset

version or configuration of a
product

type of asset (class). Describes a
Cl such as a name, serial
number, manufacturer,
Windows Server, Router,
Application, Service Offering)

BT HardwareModel  LogicalCl [ PhysicalCl
Component

Do not take up space.
They perform specific
functions requiring

operating system

A hardware model can
be discovered and
populated in the CMDB.

Models are specific
versions or various
configurations of an

They have a specific
location, take up space,
and can be seen (e.g,

Representations of
physical and logical

asset (e.g.,, Hardware,
Software, Consumable)

il Cask

The Model will havea
manufacturer, model
number to identify that
version of the hardware

physical components in
orderto operate. Service
Offering, Service, Business
Application. Manually
entered into CMDB

servers, desktops,
network devices, etc.).
Can often be detected
through discovery

© Cask LLC. Allrights reserved. Disclosisre is subject to the restriction on the title page of this document.

components that have

been combined t0
create a Service or

System like an
Application Service



Foundational Data

Common data tables which are shared across ServiceNow applications, processes or use cases

Location
e Refers to Users, Groups, cmn_location PARENT

Locations, Business Units |

Cost Center Company
cmn_cost_center cmn_location PARENT

e Foundation datais often used
for approvals - if this datais 9
missing the workflow fails gmn=ceparment” T

e Location, Company, Cost |
Center, Role, Group, User,
Has roles Is member of
Bui[ding Department’ Company sys_user_has_role sys_user_grmember

e Notstored in CMDB Building

cmn_building

MANAGER

Roles
sys_user_role

Group
Sys_user_group

Has roles
sys_user_has_role

iihCask



CMDB Base Table

CMDB Cl schema related to common core and non-core tables

* 5 t . 4

and references to foundational

or "core data Assigned_to Assignment_group Company Department ISeanon
Owned_by Change_control Manufacturer g

Non-core tables are referenced Managed_by SR BET) e
Supported_by

against other ServiceNow 1 e ————

applications |

Maintenance

Model ID Asset Schedule

, _
| |
v v
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CMDB Class Structure

The core CMDB Cl [emdb_ci] table, stores the basic attributes of all the Cls
Child Classes

The core Configuration ltem [cmdb_ci] table, Child Class I} P Router
[cmdb_ci_ip_router]

which stores the basic attributes of all the Cls Net ot
I [cndb_ci_netgear]
: IP Switch
db_ci_i itch
db . _ BREWCTES _: emdb_cl_p_switch] Child Classes
cmdb_ci [emdb_ci_hardware] " ) ) !

y  Child Class Child Class il Windows
1 —Cl_win_
-

-k - -

Parent Class

1 [cmdb_ci_win_server]
[cmdb_ci_computer] [emdb_ci_server] I
I_ I
[emdb_ci_linux_server]

Foundational Data is Support Group

referenced in attributes Notes:
on the Cl table ot : :
A table that extends another table is a child class.

Class refers to actual table name in the instance database.

v
“I] { ask © Cask LLC. Allrights reserved. Disclosisre is subject to the restriction on the title page of this document. 14



Cl Relationships
CMDB helps track both the ClI and their relationships to other Cls

The relationships between Cls can be [/1 | installed App
automatically discovered. If you use Discovery,

lationshi be automatically loaded
many relatuonsnips can be automatcalty 1vadae Runs on:: Runs

into the system through automated Discovery Connected:Connects .2
- -

process. If you import your data from another E
system, you get some form of relationships. Windows Server =) > =] Network gear
Depends on::Depends Virtualized by:Virtualizes
A relationshipin _ I 1
. Parent C|
the CMDB consists I — o
1 '
of two Cls and a m Database =@ ESX host
relationship type: o

iihCask
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Identification & Reconciliation Engine

Identification
e Correctly identify Cls so you
do not duplicate

e Does it exist or need to be
created?

e Relies on identification

Reconciliation
e Only allow authoritative
sources

e The CMDB is updated in real
time; the process relies on
reconciliation rules

il Cask

Identification

Reconciliation

© Cask LLC. Allrights resens

Reclassification

ed Disclosure is subjectto the restriction on the title page of this doaument

e Duplicate Cls are grouped into
de-duplication task

e Shows how it determined it
was duplicate

Reclassification
A Cl can be upgraded to a higher

class, downgraded to a lower class,
or switched to a different branch in
the class hierarchy



Identification rules

An identification rule applies to a Cl class and 2 types of Rules -
consists of: e Independent (e.g, Server)
e  Oneor more identifier entries and related entries e Dependent (eg., Tomcat running on Server)
They are hierarchical but can be overwritten at The identification process rules use the Cls
child class attributes for identification:
e ParentClass = Server e Unique attributes
o  ChildClass = Windows Server Designated attribute values that can be used to

uniquely identify the Cl. Unique attributes can be
from the same table or from derived tables

Most classes have an Identification IRE rules in e Required attributes

the platform; it’s an exception to have to Designated attributes of a Cl that cannot be empty
create your own

iihCask



Identification rules - Independent

e Navigate to Cl Class
Manager

e Locate the Cl Class

e Review the Out of Box
Identification Rule

e Most “Discoverable”
classes come with an
OOB identification rule

e ldentification rules
support hierarchy

iihCask

Identification Ru

Identification rules can be
independent or
dependent

IRE handles reclassification — ability to
control class switching of instance,
payload or by integration

IRE controls integrations being able to
update vs create a record



Identification rules - Dependent rule

Cl Class Manager is
the place to manage

Identification Rules

iihCask

C_Ir_lu,g,h'..ua.;._-l
-m_ il |[dentification rules
| can be independent
Dl I ]l.!l.'Jl'.I.IF.L'.I.II.‘-IJ I{1.'. or dependen_l_
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A Identifier -:
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Belated &
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Data Source and IRE Engine Process Flow

Data Source

iihCask

Identification and
Reconciliation
Engine

Identify — Does it

match on Serial
number?

NO

YES

Does it Match the

name in the CMDB.
exact match not

FQDN?

Checks the reconciliation rule
to see if the current data
source is allowed to update
the attributes/fields of that Cl

!

—>
YES

NO

Create the Cl



Discovery and IRE Engine Process Flow

Scan-IP
Discovery Phase

Scans port

Scans port

il Cask

NO
Classify - Device Responds dentify —Doesit ~——— Doesit Match the
Classifies by OS —» match on Serial name, €xact match
Y number? not FQDN?

Update the Cl

Device Does not Respond
or Access Denied — STOP

: £ Doesit  NO
Device responds on Identify — Does it Doesit Match the

different IP match on Serial R
Classifies access approved number?

name?

Update the Cl

© Cask LLC. Allrights reserved. Disclosure is subject to the restriction on the title page of this document

YES
—_—

NO

YES

NO

Update the CI

Doesit match on IP
and MAC?

Create the Cl

Update the Cl Update
IP address

Doesit match on IP
and MAC?

Create the Cl

22



Reconciliation rules

e Determine which
data sources can
update Cl attributes

e Data sources with
highest priority
determine what an
attribute value will be

o Create astatic or
dynamic Cl
reconciliation rule

e No OOB
reconciliation rules

iihCask

Reconciliation Rules

......

Created (0)

&) Add

Data Refresh Rules
Created (0)

D
@ Add

®

e Reconciliation can be per class, per attribute
e Child class rules have higher precedence over parent rules

e Dynamic rules requires multi-source engine


https://docs.servicenow.com/csh?topicname=create-reconciliation-rule.html=&versionlatest
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What is Discovery?

ServiceNow Discovery is a method of populating your
CMDB with relevant hardware and software assets
within your enterprise environment

Utilizing a specific step, or phased, process Discovery remotely
discovers your Windows and Unix computers/servers, network
devices, powering and printing equipment

The platform then maps specific Application to Host and

Application to Application dependencies including Layer 2
Physical Hardware relationships

iihCask



Key Concepts

Horizontal Discovery

The discovery of like devices in the same Cl class

creates direct relationships between Cis. Discovery
is not ‘service’ aware and does not create
relationships based on the Business/Technical or

Application service they support.

Used by Service Mapping, finds Cls and maps to

other Cls based on the Business/Technical or
Application service. Works with Discovery together,
to run horizontal discovery first to find Cis, and
then Service Mapping runs top-down to establish

the relationships between the services.

v
“I] { ask © Cask LLC. Allrights reserved. Disclosisre is subject to the restriction on the title page of this document. 26



Discovery Technology

ServiceNow Discovery technology uses industry established ports and protocols to identify and assess what

equipment is within your environment

1
DNS/WINS IP Resolution

\._/l
o 4

SNMP (v1/2/3) for -Networ-k, e ey U commpuies | W.MI for Windows Systems
printers and powering devices including PowerShell discovery

CIM for Storage Servers (Moving
away from CIM to REST)

No secret protocols or agents to deploy.

iihCask



Discovery Results

e
Discovery will populate the CMDB
with all discovered devices such as
e Linux Servers
e Windows Servers

AT /<

e Desktops E

\ 5= 323

e Network Devices
e Printers

Each device will be represented as
arecord in the CMDB processed
through the IRE

iihCask
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Use cases Q) S — [(\
Standard Service Graph Connector Features Cloud MI; ;;; Se:/ers loT /O
- Data sources & Registered Discovery Source M o1
« Predefined IH-ETL Mapping out-of-box 6 </> (y El
« RTE and IRE support Security  Software  Industry Health  Network

Use Cases supported by connector

Transforms and table cleaners
Guided Setup ‘

Event Management Support (NOW-developed connectors)

ITAM

ITOM

Security
IT/OT Common Service Data Model Guidance (CSDM)
Industry Digital Products and Services

Data services, configuration state, application relaftionships

iihCask



Service Graph Connectors

Connectors OPlanned [ Beta
T o Endpoint / : .
Cloud SW/Server/Network Monitoring / Observabilit Manufacturin
9/ v IT Asset Management loT / Telecorr? Security
} Infobl |{] APPD'I’HAH[C'El o
dWs AVANTRA onoks wfiSciencelogic [z : airvatc  MOTEX 2 jamf EXFO
arwing e [graas J
solarines @ sumonge T T
3 “s@ExtraHop FAoamanos  (ydynatrace ST e meraki /@ Qualys
aluln, &3 Lansweenet - mTANIUM " . ﬂFl {OZOMI .
Googh Cioud LR W LogicMonitor O — (E ~T2= Fore! E REDSEHL
~ - = .
) / : STRIKE
A\ Azure puppet néXt_hink fg—!&[ Bl Microsoft Intune - W CROWDSTRIKE
Discovery https://store.servicenow.com
Multisource Service Mapping .
Why Service Graph Connectors? e IRE SerVICRnow. | Store
v ServiceNow tested & supported < agsons
v ServiceNow or ISV Partner built Service Graph Actionsi Fitars
v g/\nugrglcgérce & reconciliation CSDM & CMDB
—

iihCask




Service Graph Connector for | Microsoft
Microsoft SCCM u

B ITOM Visibility Summary:
Detailed hardware and software Connector via MID Server to SCCM. Technology
inventory Workflow

Enable software editions so that you can gather edition
ITSM information for products such as Adobe Acrobat, Use Cases Supported:

Create Incident/Problem/Changes on Microsoft SQL Server, and Windows Exchange Server

discovered Cls

Automatic device ownership D ﬂj}] = o= =

assignment $ystem Center O [ ﬂj] @ ‘;] @ @

SAM / HAM Configeastion Meneger EEAE] Management
Inventory software and track ) e Service Operations
installations Service

License reclamation Graph e

monitoring

Supports software editions, publisher,
product information, and SCCM asset

intelligence ser Vice NOW. E

cmdb

iihCask



Service Graph Connector (SCCM)

On Premise

ServiceNow Cloud

Computer identity
Operating System
Processor

Disk

Network

Software

SCCM Tables:

( )
SG-SCCM-Pattems:
. SG-SCCM Computer Identity: You can see the following data if it is available in SCCM:
O Asset Tag. If the Asset Tag data isavailable, the mapping can be
N
SCCM * optionally enabledvia
. Assigned DNS Domain
(SQL Database) . Organizational Unit. This information will be in a related table. SG-SCCM
O Disk
D_' '_D - SG-SCCM Last Discovered Update. Thisdata source willrunat the end of the im port schedules to
update the last_discovered date on the Computer SG-SCCM Network
- SG-SCCM Operating System
- SG-SCCM Network
D— -D : SG-SCCM Disk
. SG-SCCM Processor
SG- SCCM Removed Software. Ens! gption isclearedfor every run.

o — -

SG-SCCM Software

Password Vault

Pull

f___J Discovery
JDBC (Port 1433) ::@ Schedule

- ! HTTPS TLS (Request Port 443)
Password Volt MID Server . %
(CyberArk) QQE

Redact Sensitive Data  Transform  Reconsolidation




Service Graph Connector for AWS

B ITOM Visibility

Detailed hardware and software
inventory

Governance/Compliance outcome

SAM/ITAM

Inventory software and track
installations

Deep Discovery of Applications

Correlate multiple cloud accounts
for ITAM/SAM outcomes

iihCask

Summary:

Connect to AWS EC2 and S3 to import the
component EC2 ci and S3 storage ci from
multiple accounts.

AWS Config, CFT, and $3 Storage
AWS ASM

(/)

BB =8

Service
Graph

servicenow. \?.

cmdb

dWsS

Technology
Workflow

Use Cases Supported:

e Predictive Al Ops

e Health Log Analytics

e Service Operations




Service Graph Connector for AWS

Connection
Alias
amazon -
» D) srvcencw
Scheduled

Service Graph Connector




Service Graph C tor for Jamf U ;
ervice Graph Connector for Jam -‘Jamf

B ITOM Visibility Summary:
Detailed hardware and software Connect to any JAMF environment to import
inventory tracking for MacOS and devices and related information into CMDB such Technol
iPhone/iPad as network, storage and software Cl. echnology
Compliance tracking for devices Workflow
Use Cases Supported:
JAMF Cloud JAMF OnPrem
ITSM

Create Incident/Problem/Changes on /) Ln—l D D /3 LD_] EI D

discovered Cls

Automatic device ownership e Hardware Asset
assignment based on top user Service Management
Graph e Service Operations
SAM/ITAM e ope
Inventory software and track . ¢ M°b_'le PeV'Ce
installations servicenow. monitoring

License reclamation cmdb

Software usage tracking

iihCask



Service Graph Connector for Meraki o], \erak

B ITOM Visibility
Detailed hardware and software
inventory

Event Management stream for alerting
use cases

ITSM

Create Incidents on discovered Cls

iihCask

Summary:

Connect to import Meraki Organizations which Technology

contain Networks and Devices under Workflow

management, create Incidents from Meraki alerts

with correlated ci and event data. Use Cases Supported:
Meraki

Organizations Networks Devices

fhih == 284 Operations

Service
Graph

servicenow. \?.

cmdb




®ndaro

L
* & & & & & & &

IntegrationHUB ETL



IntegrationHub ETL

=

Ao [T Tripnphirrm Mg

ETL Transform Map Assistant

th pusdled wallethr ough io Sreate Snd manaps ETL T

Simplified user interface that

guides the integration process 51 | ettt vy T
end-to-end
{ N
4, Preview Sample Integration Results and Schedule Import
'y Run your ETL Transform Map, make any necessary adjustments and perform roliback if needec
Test and Roilback Integration Results
Setimport Schedule

Test and adjust configuration
settings before scheduling
recurring integrations

iihCask



IntegrationHub ETL Identification

- )

a The CMDB identification process relies on items™: [
identification rules to uniquely identify Cls -

1 :
e Identification Rules can be slow to process due S
to the number of tables and data to query : ject cource info":

o To improve performance Cls can be uniquely
identified using source_name and ‘
source_native_key values provided in the }

payload, against the Source

—~

[sys_object_source] table

° If identification is not successful using that
method, then identification rules will be used

iihCask



IntegrationHub ETL Identification

Query
sys_object_source

for YES
source_name,
source_native_key
YES  /

Contains
Cl

source_name, o . o Insert/
source_native_key Identification Identified YES ——t— Update

Rules

Payload

rmms
“I] ' ask © Cask LLC. Allrights reserved Disclosire is subiect to the restriction on the title page of this document 41
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Manual Import

Import data from an import file such as CSV or Excel

Import best practices:

Use the provided data load templates from target table
Ensure the data is cleansed before import. Review for:
v Completeness

v Correctness

v Compliance

Need to add the following code to leverage IRE
(function runTransformScript(source, map, log, target) {
// Call CMDB API todo Identification and Reconciliation of current row
var cmdbUtil = new CMDBTransformUtil();
cmdbUtil.identifyAndReconcile(source, map, log);
ignore = true;

H(source, map, log, target);

®ndaro

CSV Excel

Any Data Source

. Load Data

!

Import Set Table
(Source)

Create Transform Map L_El

»:l Run Transform

Transform Map

Target Table
(User, Computer etc)

43
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Getting Started Is Easy!

We can meet you where you're at in
your Event Management journey.

Tell us what CMDB
topics you want to
learn more about!

Look for a survey following this session!

Want a quick CMDB assessment T LAUNEE A CMDB MasterClass Part 10:

and rapid remediation? Your CMDB Foundation for Al
scheduled for November.

Look for an invite soon!

Need to implement CMDB and ®ndaro
CMDB ESSENTIALS
see value fast?
Strengthen Cyber
Resilience with CMDB
& Vulnerability
Response

Need a dedicated team for maintaining your

) ONDARO RESERVE
ServiceNow Platform?

The next ITAM MasterClass:
is on October 16.

®ndaro
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Thank you!
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